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1. Purpose

This document aims to clearly and concisely describe the steps required to configure the dependencies
that the Ticket Request add-in requires for its proper functioning.

ltincludes the preparation of the environmentin SharePoint Online, where the configuration values used
by the add-in are stored, as well as the definition, deployment, and configuration of the Azure Function,
which is responsible for processing the add-in's requests and communicating with the necessary
external services.

The purpose of this document is to serve as a technical guide for administrators and support teams,
ensuring that the services involved (SPO and Azure Function) are correctly configured and operational,
thus allowing the Ticket Request add-in to work in a secure, stable and according to the intended design.
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2. Initial requirements

To complete the configuration of the Ticket Request add-in, you need to have the following
prerequisites:

e Access to Proactivanet instance management.

e Active Azure subscription.

e Enterprise application in Microsoft Entra ID for integration with Graph.
e Permission to create and manage Azure Functions.

e Access to the SharePoint Online management portal.

Q10! ™ Q
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3. Proactivanet Administration

In the admin panel, Administration / Access Management / REST API to activate APl access.

Administracion ‘

Panel inicial
“ Clasificacion ®

Configuracién procesos
Dashboard

Configuracién general

Incidongius Dashboard y reporting

Importacion de datos
Knowledge Base v Gestion de accesos
> & Técnicos

Proveedores > & Grupos
> {] Sistemas

> [ Pertiies de acceso

WMl N D[ e

Administracién

s y modificacior]

tificacion

APIREST

V4

APIREST  TOKENS GENERADOS
—

El acceso al AP de Proactivanet estd indicado para su integracion con plataformas extemas, asi como para el acceso a la mformacion desde plataformas de Business Intelligence. Por esta
razén, se recomienda activar el AP1 solamente si es necesario para realizar alguna integracion de este tipo (recomendado desactivar el APl en caso contrano)

*xi

Puede consultar la ayuda del AP aqui

Activar acceso API: ~
—

e a8 e -

*x:

S e 1

Técnicos con permiso para acceder
Técnico Permisos

@ rroactiv

Administracion

Panel inicial
Clasificacion O]

Configuracion procesos
Dashboard

Configuracién general
Incidencias Dashboard y reporting
> Importacién de datos

Knowledge Base

<

Gestion de accesos
> & Teciicas
Proveedores > & Grupos

> {3s

Administracion

(<]
B
@
7 ;
8
&

&P Visilidad de grupos
> [ Acceso e

=)

<05 y modificacior
> [ Acceso y autentificacion
3 APIREST

(&g Contro de desc

S} Administracion co

@ Configuracion CAPTCHA

> Licenciamiento

APIREST
V4

APIREST  TOKENS GENERADOS

El acceso al AP| de Proactivanet estd indicado para su integracian con plataformas extemas, asi como para el acceso a la informacién desde plataformas de Business Intelligence. Por esta
razon, se recomienda activar el API solamente si es necesario para realizar alguna integracion de este tipo (recomendado desactivar el AP en caso contrario).

*i
Puede consultar Ia ayuda del API aqul
*i
Activar acceso API: ~
———
o e o ————

"o e o e—

Técnicos con permiso para acceder

Técnico Permisos

Lectura y escritura
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@ rroactival

APIREST
Administracion N
4 ®

Panel inicial > Clasificacion ()| APIREST TOKENS GENERADOS
—

Configuracion procesos
Dashboard %

de Business Infeligence. Por esta

Configuracién general 10).

Generar token para el técnico Jiménez Gonzalez, Mario

Dashboard y reporting *i

Incidencias
o Descripeién: | Ticket Reguest Token

Importacion de datos

%1 Validez token: 365 dias
Knowledge Base Gestion de accesos i

<

Proveedores IMPORTANTE: Por cuestiones de seguridad el token sl
acty | £ estara disponible una vez. Para consumirio copielo al

portapapeles antes de cerrar el dialogo |

Administracion

SmIN D[ e

Cerrar

Jimé Generar token

=
T Configuraci

> Licenciamiento

+ ¥

@ rroactiva

APIREST
Administracion - -
& @

Panel inicial APIREST  TOKENS GENERADOS

Clasificacion

Configuracion procesos
Dashboard

de Business Inteligence. Poresta
10}

ConiguRekia prnarat Generar token para el técnico Jiménez Gonzalez, Mario

Dashboard y reporting

Incidencias
Descripcion: |Txd(e! Request Token
> Importacién de datos
Validez token: | 365 dias
Knowledge Base v Gestién de accesos
L R e L0 |

Proveedores

IMPORTANTE: Por cuestiones de seguridad el token s6lo |
P estara disponible una vez. Para consumirio copielo al ‘

Administracién portapapeles antes de cerrar el dialogo.

SmWIN D [ e

Jimé Generar token

> Licenciamiento

Copy the generated token to include it in the SharePoint Online list in section 6.

| 0| = Q
m AVALORA  \ych: www.avalora.com Av. de Manoteras, 20 Edificio Nueva York -
Tel. (+34) 91.348.48.48 Email: organizacion@avalora.com Tercera Planta - 28050 Madrid SPAIN 7 of 21



http://www.avalora.com/

TICKET REQUEST ADDIN SET UP

Doc. AVALORA-TicketRequestManual

Date20/11/2025

4. Microsoft Entra ID enterprise applications

This step is done automatically when a user installs the add-in on their tenant.

The delegated permissions granted to the application are access to user information and read at the

SharePoint Online site level.

icrosoft Azure P Search resources, services, and docs (G+/)

I o Copilot

Home Enterpris

nterprise apg

ations

Enterprise applications | All applications

+ New application () Refresh & Download (Export) = @ Previewinfo = == Columns B Preview features | A7 Got feedback?
> Overview
View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
> Manage
The list of applications that are maintained by your organization are in application registrations
> Security
> Activity ti Application type == Enterprise Applications < Application ID starts with X 5 Add filters
> Troubleshooting + Support 1 application found
Name T4 Application ID Homepage URL Created on 14 Identifier URI (Entity ID)
7 Ticket Request Add-in 8bea8Be5-2fd0-42c0-9373-2aadd... https://www.avalora.com 9/18/2025

8bea88e5-2fd0-42c0-9373-2aadd.

e e e

Home > Enterprise applications | All applications > Ticket Request Add-in

.=, Ticket Request Add-in | Permissions

Enterprise A on

' Review permissions () Refresh &7 Got feedback?

TOU Can TEVIEW, IEVOKE, dnu 1ESL01€ DETISSIOns.
Learn more 3

3) Single sign-on .

@ Provisioning

To configure requested permissions for apps you own, use the app registration.
Application tration

[\ AvaLORA
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Tel. (+34) 91.348.48.48 Email: organizacion@avalora.com

v Security Grant admin consent for Avalora Tl
. Admin consent  User consent
w.s Permissions _—
© Token encryption A Search permissions
~ Activity
APl name Claim value Permission Type Granted throu...  Granted by
. Azure Key Vault (1
#d Usage & insights y Vault (1
Azure Key Vault user_impersonation Have full access to the Azure Key Vau..  Delegated Admin consent  An administrat
o~ Microsoft Graph (2)
I Access reviews Microsoft Graph Sites Read Al Read ftems in all site collections Delegated Admin consent  An administrat..
» Troubleshooting + Support = Microsoft Graph UserRead Sign in and read user profile Delegated Admin consent  An administrat...
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5. Azure Function

The Azure Function acts as a secure intermediary between the Ticket Request add-in and the
Proactivanet APL. Its function is to receive the request for the add-in and forward the request to the final
endpoint.
5.1 Creatingthe Resource
1. Access the Azure portal.
2. Create a Function App resource with the following recommended features:
o Runtime stack: PowerShell Core.
o Version: 7.4
o Plan: Flex Consumption or Premium, depending on your needs.

3. Thefunction name is customizable; it has no dependency on the plugin.

5.2 CORS Configuration

To bypass browser blocks and allow the Function to accept secure calls from specific domains, the
following allowed domains are configured:

e https://staddinticketrequest.blob.core.windows.net
e https://outlook.office.com

e https://portal.azure.com

Microsoft Azure P Search resources, services, and docs (G+/)
Home > func-addinticketrequest
& func-addinticketrequest | CORS X
Function App

Search

R

@ Deployment Center

<
> Settings @ CORS

v Performance
Cross-Origin Resource Sharing (CORS) allows JavaScript code running in a browser on an external host to interact with your backend. Specify the origins that should be allowed to make cross-origin
Js Load Testing calls (for example: http://example.com:12345). To allow all, use **" and remove all other origins from the list. Slashes are not allowed as part of domain or after TLD. Learn more

' Development Tools
Request Credentials
. Recommended services

[] enable Access-Control-Allow-Credentials @

(preview)
v APl
%> APl Management Allowed Origins
AP definition https://staddinticketrequest.blob.core.windows.net [ii] *=*
&) CORS https://outiook.office.com
“ Monitoring https://portal.azure.com 0]
B Alerts
4 Metrics
Advisor
@ recommendations
@ Application Insights
2
> < Q
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5.3 Script.

From a code editor such as Visual Studio Code, an Azure Function-like project is created to deploy the
script

5.3.1 Project scaffolding

AVALORAADDINPROXYPS

AvaloraAddinP

{} functionjson

run.ps’
= sample

funcig

{}
profile.ps

requirements.psd1

"bindings": [

"authLevel"”: "function",
"type": "httpTrigger",
"direction": "in",
"name": "Request",
"methods": [

"post"

lltypell: llhttpll,
"direction": "out",
"name": "Response"

Q10! ™ Q
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5.3.3 File content local.settings.json

"IsEncrypted":
"Values": {
"AzureWebJobsStorage": "UseDevelopmentStorage=true",
"FUNCTIONS_WORKER_RUNTIME_VERSION": "7.4",
"FUNCTIONS_WORKER_RUNTIME": "powershell",
"ALLOWED ORIGINS":
"https://staddinticketrequest.blob.core.windows.net,https://outlook.office.com,
https://portal.azure.com"

}

}

5.3.4 Contentsrun.psl file

using System.Net

param($Request, $TriggerMetadata)

ParseAttachmentBody {
param($bodyRaw)

if ($bodyRaw -is [
$bodyRaw -is [
return $bodyRaw

if ($bodyRaw -is [ D {
$jsonString = $bodyRaw.Trim()

try {
$parsed = $jsonString | ConvertFrom-Json -ErrorAction Stop

return $parsed

}
catch {

Write-Host "ParseAttachmentBody: ERROR - body enviado no es JSON

return

Write-Host "ParseAttachmentBody: Tipo no soportado:
$bodyRaw.GetType().FullName)"
return

Q0 & Q
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if ($Request.Method -eq "OPTIONS") {
$response = @{
StatusCode [ ]: :NoContent
Headers = @f
"Access-Control-Allow-Methods" = "GET,POST,OPTIONS"
"Access-Control-Allow-Headers" "Authorization,Content-Type"

}
Push-OutputBinding -Name Response -Value $response
return

$inputJson = $Request.Body

$targetUrl = $inputIson.endpoint
$method = $inputIson.verb

$payload = $inputIson.body
$attachentFlag = $inputJson.attachment

Write-Host "REQUEST: verb=$method endpoint=$targetUrl
attachment=$($inputIson.body.Attachment)"

if (-not $targetuUrl) {
Write-Host "ERROR: Missing endpoint"
$res = @
StatusCode [ ]: :BadRequest
Body "Missing endpoint"
Headers {}

Push-OutputBinding -Name Response -Value $res
return

$authHeader = $Request.Headers["Authorization"]

if (-not $authHeader) {

Q0 & Q
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Write-Host "ERROR: Missing Authorization header"

$res =
StatusCode [ ]: :BadRequest
Body "Missing Authorization header"
Headers {}

Push-OutputBinding -Name Response -Value $res
return

$httpClient =

try {

if ($attachentFlag) {
Write-Host "ATTACHMENT DETECTED"

$parsed = ParseAttachmentBody $payload
if (-not $parsed) {
Push-OutputBinding -Name Response -Value @{
StatusCode = 400
Body = "Invalid attachment body"

}

return

$cleanBase64 = ([ ]$parsed.FileContent) -replace "\s", ""

$cleanBase6d = [ ]$parsed.FileContent
$cleanBase64 = $cleanBase64.Trim() -replace '\s',

try {
$tmpBytes = ]::FromBase64String($cleanBase64)

if ($tmpBytes -isnot [ (1D {
Write-Host "ERROR: Decoded Base64 is not byte[]"
throw "Decoded object is not a byte array"

[1]1$fileBytes = $tmpBytes

Q10! ™ ¢
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Write-Host "ERROR DECODIFICANDO BASE64 - $($_.Exception.Message)"
throw $_

Write-Host "ATTACHMENT: file=%$($parsed.FileName)
bytes=$%$($fileBytes.Length)"

$multipart = New-Object System.Net.Http.MultipartFormDataContent

$formIson = @{ PanUsers_id = $parsed.PanUsers_id } | ConvertTo-Json -
Depth 5

$formPart = New-Object System.Net.Http.StringContent($formJson,
[System.Text.Encoding]::UTF8, "application/json")

$formPart.Headers.ContentDisposition =
[System.Net.Http.Headers.ContentDispositionHeaderValue]: :new("form-data")

$formPart.Headers.ContentDisposition.Name = FormData
$multipart.Add($formPart)

$filePart = New-Object System.Net.Http.ByteArrayContent( , $fileBytes )

$ext = [I0.Path]::GetExtension($parsed.FileName).ToLower()
$mime = switch ($ext) {
".png” { "image/png" }
-jpg" { "image/jpeg” }
-Jpeg" { "image/jpeg" }
".pdf" { "application/pdf" }
default { "application/octet-stream" }

$filePart.Headers.ContentType = $mime
$filePart.Headers.ContentDisposition =
Net.Http.Headers.ContentDispositionHeaderValue]: :new("form-data")
$filePart.Headers.ContentDisposition.Name = '"File"'
$filePart.Headers.ContentDisposition.FileName = '"{@}""' -f
FileName

$multipart.Add($filePart)

$httpMethod = [System.Net.Http.HttpMethod]: :new($method)
$httpRequest = New-Object
System.Net.Http.HttpRequestMessage ($httpMethod, $targetUrl)
$httpRequest.Headers.TryAddWithoutValidation("Authorization",
$authHeader)
$httpRequest.Content = $multipart

Write-Host "CALL - Proactivanet $method $targetUrl (multipart)”

$httpResponse = $httpClient.SendAsync($httpRequest).Result

Q0 & Q

m AVALORA  \ycb: www.avalora.com Av. de Manoteras, 20 Edificio Nueva York -

Tel. (+34) 91.348.48.48 Email: organizacion@avalora.com Tercera Planta - 28050 Madrid SPAIN 14 of 21



http://www.avalora.com/

TICKET REQUEST ADDIN SET UP

Doc. AVALORA-TicketRequestManual

$bodyText = $httpResponse.Content.ReadAsStringAsync().Result

Push-OutputBinding -Name Response -Value @{

StatusCode [ ]$httpResponse.StatusCode

Body $bodyText

Headers { "Content-Type" = "application/json" }
}

return

$httpRequest = New-Object System.Net.Http.HttpRequestMessage($method,

$targetUrl)

}

$httpRequest.Headers.Add("Authorization", $authHeader)
$httpRequest.Headers.Add("Accept”, "application/json™)

if ($payload) {
$jsonContent = New-Object System.Net.Http.StringContent($payload,
]1::UTF8, "application/json")
$httpRequest.Content = $jsonContent

$response = $httpClient.SendAsync($httpRequest).Result
$bodyText = $response.Content.ReadAsStringAsync().Result

$contentType = $response.Content.Headers.ContentType
if (-not $contentType) { $contentType = "application/json" }

Write-Host "PROACTIVANET STATUS = $($response.StatusCode)"”

$res = @{
StatusCode [ ]$response.StatusCode
Body $bodyText
Headers { "Content-Type" = $contentType.ToString() }

Push-OutputBinding -Name Response -Value $res
return

catch {

$err = $ .Exception.Message
Write-Error "EXCEPTION: $err"

$res = @{

StatusCode = 502

Q0 & Q
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Body "Proxy error: $err"
Headers {}

Push-OutputBinding -Name Response -Value $res
return

5.4 Getting url function

Once the function is deployed, it is necessary to obtain the endpoint where the requests for the add-in

will be sent.

1. Intheservice overview, click on the function name

Microsoft Azure

£ Search resources, services, and docs (G+/)

<y func-addinticketrequest = *

Cf Browse () Refresh [ Stop 1} Restart L Get publish profile 7 Reset publish profile [i] Delete

Send us your feedback

‘ Overview  Essentials

Activity log . .
B Activity log Resource group (move) rg-addinticketrequest Default domain
i Access control (IAM) Status Running Operating System Linux
@ Tegs ocation (move) West Europe Plan type Flex Consumption

2 Diagnose and solve problems Instance Memary

@ Microsoft Defender for Cloud 3c06C3TF-df2e-420f-842f-b67Fe05bd6Tc
Events (preview) Tags (edit)

B Log strean )
0g stream Functions  Properties  Notifications (0)

2+ Resource visualizer

 Functions {} setuplocal environment () Refresh
App keys
 Deployment Name Trigger Status Menitor

™ Settings
X} Environment variables

quration (preview)

crites by pressing Cerl +shifrsr

[0 | ™ ¢
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2. Click on the Get function URL option and copy the endpoint that includes the function key.

e e I—-r..‘,m,. 0@ @ §F EEsesees B

e ! : Get Function URL D
AvaloraAddinProxyPS | Code + Test
! " master (Host key)
Code + Test  Integration  Function Keys  Inwe Log Metrics Iy
efault (Fu
(]
fault (H
| ©

Close

The endpoint will be used in the SharePoint Online list in Section 6.

0| = ¢
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6. SharePoint Online Management

The Ticket Request add-in obtains from SharePoint Online the configuration values required for its
operation. This uses a specific site and a list where the connection keys and endpoints that the add-in
will consume are stored.

6.1 Site creation

From the SharePoint admin center.

e Create a Microsoft 365 team site type without a group.

e Name: AvaloraTicketRequestAddin

6.2 Creating the Configuration List
Within the AvaloraTicketRequestAddin site, create a new list called AvaloraAddinConfig

1. Add a custom column, named Data with the following settings:

i EAALOR St e R . oo x

Nombre *
n AvaloraTicketRequestAddin ruf | Data
]
o Descripcién
+ Agregar nuevo elemento Editar en vista de cuadricula Comparti Coplar vinculo @ Exportar v Formulario: Automat

AvaloraddinConfig

AvaloraAddinConfig

ontenido del sitio

Tipo
Papelera de recidlaje Titulo Desaription Data Agregar columy ‘ Varias lineas de texto “
® - proactivanet APIK Valor predeterminado

Seleccione un valor predeterminada
APIEndpoint Proactiva

[ usarvalor calculado. (D

ProxyEndpoint

Ms opciones ~

Utiliza &l texto enriquecido mejorado
(texto enriquecido con imdgenes, tablas
hipervinculas)

® o
Anexar cambios al texto existente

) No

ebe contener informacién
m Cancelar

Eliminar

| 0| = Q
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2. Optional. Add a custom column, named Description with the following settings:

i EVAVALORA  Shareraint e _ Editar columna -

~ tipos de columna
QR . .
A AvaloraTicketRequestAddin Grug
Nombre *

@ B Description

nnnnn R TIPS O () Eitar en vista de cuadricula Compartir Copiar vinculo @ Exportar v Formularios Automal
® Descripcién

| AvaloraAddinConfig

o AvaloraaddinConflg # {

Contenido del sitio 9 1
= -
L= papelera de reciclaje Titulo Desaription Data Agregar columg

elera de recil Tipo

@ Secret Proactivanet AP1 Key ‘ Una sola linea de texto ~ ‘

APIEndpoint Valor predeterminado

Seleccione un valor predeterminado

ProxyEndpaint [ usar valor caleulado. (D

Més opciones ~

Cantidad méxima de caracteres

255

columpa debe contener informacién

@ ) nNo
Aplicar valores Gnicos
) @ Jno
Garsr ‘ Cancelar
The list should contain three items, each in the following format:
Title Description Date
APIEndpoint Proactivanet Proxy APl Url instance Proactivanet. Example:
endpoint https://contoso.proactivanet.com/proactivanet
Secret Proactivanet APl Key Token generated in section 3
ProxyEndpoint Azure Function Proxy = Azure Function URL obtained in section 5.4
endpoint
6.3 Access Validation
Verify that the users who will use the add-in have read access to the list.
| 0| = Q
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7. Recommended Maintenance
1. Periodically review the configuration list.
o Verify that URLs and secrets are still valid.
o Update the external backend endpoint if it changes.
2. Proactivanet token rotation
o Update the token in the SharePoint Online list if it expires.
3. Service Supervision Function.
o Review logs in Application Insights or Monitor for errors or spikes in usage.
o Check that there are no recurring failures when forwarding requests.
4. Permission control.
o Validate that broader permissions than strictly necessary are not granted.
5. Plugin update.

o If a new version of the add-in is deployed, validate that it does not require new keys,
columns, or endpoints.
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8. References

e Aboutsupportor customizationsin Azure services, SharePoint Online, and/or the add-in, please
contact contacto@avalora.com or+ 34 913 484 848.

e Aboutsupport at Proactivanet, please contact the service provider.
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